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Editorial
Abstract
Since 2016, it has been the mission of the Journal of Cybersecurity Education, Research, and Practice
(JCERP) to be a premier outlet for high-quality information security and cybersecurity-related articles of
interest to teaching faculty and students. This is the 12th edition of the (JCERP) and, as ever, we are
seeking authors who produce high-quality research and practice-oriented articles focused on the
development and delivery of information security and cybersecurity curriculum, innovation in applied
scholarship, and industry best practices in information security and cybersecurity in the enterprise for
double-blind review and publication. The journal invites submissions on Information Security,
Cybersecurity, and related topics such as those found in this edition.
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FROM THE EDITORS:
Since 2016, it has been the mission of the Journal of Cybersecurity Education, Research, and Practice
(JCERP) to be a premier outlet for high-quality information security and cybersecurity-related articles of
interest to teaching faculty and students. This is the 12th edition of the (JCERP) and, as ever, we are
seeking authors who produce high-quality research and practice-oriented articles focused on the
development and delivery of information security and cybersecurity curriculum, innovation in applied
scholarship, and industry best practices in information security and cybersecurity in the enterprise for
double-blind review and publication. The journal invites submissions on Information Security,
Cybersecurity, and related topics such as those found in this edition.
We also continue to have the need for additional reviewers for the Journal. Currently, we have about 30
reviewers that have steadfastly stuck with us, reviewing 3-4 articles per year. We’d rather keep the
reviewer assignments closer to 2-3 per year, but with so few reliable reviewers, it’s becoming more and
more difficult. We tend to get 15-20 submissions per year, accepting 8-10, giving us an overall 50% +/accept rate. We would love to have you join us as a reviewer, so please reach out and volunteer.
Editorial
At a recent public event, it occurred to me as I listened to the welcoming message that the field of
cybersecurity is perceived by many to be an offshoot or branch of computer science. Perhaps long ago
this may have been true. But for the past decade or two, the field of cybersecurity (and information
security) has been an interdisciplinary field. For those of us with our academic preparation founded in
Information Systems, Criminal Justice, Law, Business, Political Science, Social Sciences, or any disciplines
that now contribute to the superdomain of cybersecurity having those of you with preparation from
computer science inform us that this is a subdomain of CS is off-putting, and frankly a little bit
disconcerting. The field of cybersecurity is as wide as the field of computing, with a place at the table for
everyone. There is as great a demand for risk assessment professionals as software assurance
professionals. Different approach, different aspect of the problem, one team.
At the recent NIST NICE meeting, the presenter let us know clearly that computer science is the ‘best of
all fields’ and that even though they work in the field of cybersecurity, it’s ok because everyone knows
cybersecurity is really just a component part of the one true discipline of computer science. Sorry, but
that is not an accurate reflection of reality and annoys those of us that understand the interdisciplinary
nature of the field. We are concerned that it may influence those interested in contributing to the field
but not particularly drawn to the CS aspects, preferring the people, business, and/or criminal justice,
etc. approaches.
Fifteen or so years ago at an early CISSE conference, a guest speaker started a talk by asking a question
of the audience. He asked, “What is Information Assurance?” Back then, the term cybersecurity was not
yet in common usage and “Information Assurance” was the nom de jure for Information Security. He got
an answer from the floor, “Well, secure networks, cryptography. You know, algorithms and stuff.” He
then asked, “What is the biggest problem in Information Assurance?” The answers – “buffer overflow,
field validation”, “man-in-the-middle attacks.” The presenter replied that was not what he wanted to
hear because it was his view information security is an interdisciplinary field of study that deals with the
confidentiality, integrity, and accessibility of information in processing, storage, and transmission, and
that people, not technology, was the biggest challenge to Information Assurance. That was true then,
and it remains true today. Computer security is and will always be a critical element of information

Published by DigitalCommons@Kennesaw State University, 2022

1

Journal of Cybersecurity Education, Research and Practice, Vol. 2022, No. 1 [2022], Art. 1

security, but computer science is not the only discipline involved or needed to solve the challenges
facing cybersecurity. It takes a village to solve problems as complex as cybersecurity.
In This Issue
For Volume 2022, Number 1 we are pleased to share the following scholarly articles:
1. Lucy Tsado (Lamar University), Jung Seob "Scott" Kim (Lamar University)
Assessing the Practical Cybersecurity Skills Gained Through Criminal Justice Academic Programs
to Benefit Security Operations Centers (SOCs).
In this article, the need for a multidisciplinary approach to cybersecurity education at colleges
and universities, including in liberal arts programs, with criminal justice as an example of a
liberal arts program was discussed. There is a need for academic institutions to incorporate
certain policies to ensure that students in liberal arts are included in the cybersecurity career
mix. Cybersecurity is a field that encompasses many skill sets, both technical and nontechnical.
The practical cybersecurity skills gained through liberal arts programs do not align with the high
demand for these skills in the field to benefit SOCs. Additionally, the skills gap in the industry is
increasing, meaning there is room for students with nontechnical majors to join the
cybersecurity field.
2. Joseph Simpson (Virginia Tech), Aaron Brantly
Security Simulations in Undergraduate Education: A Review.
Several decades of research in simulation and gamification in higher education shows that
simulations are highly effective in improving a range of outcomes for students including
declarative knowledge and interest in the topic being taught. While there appears to be a broad
array of options to provide education in an undergraduate setting related to security, no
previous reviews have explored computer-based simulations covering all facets of security.
Given the increasing importance and adoption of interdisciplinary educational programs, it is
important to take stock of simulations as a tool to broaden the range of problems, perspectives,
and solutions presented to students.
3. Mahdi Nasereddin (The Pennsylvania State University), Edward J. Glantz (Pennsylvania State
University), Galen A. Grimes (The Pennsylvania State University), Joanne Peca (Carnegie Mellon
University), Michelle Gordon (The Pennsylvania State University), Mike Bartolacci (Penn State
University)
Digital Contact Tracing and Privacy.
Digital contact tracing tools were developed to decrease the spread of COVID-19 by
supplementing traditional manual methods. Although these tools have great potential, they
were developed rather quickly resulting in tools with varying levels of success. The main issues
with these tools are over privacy and who might have access to the information gathered. In
general, their effectiveness varied globally, where users expressed privacy concerns associated
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with sharing identity, illness, and location information.
4. Fabian Muhly (School of Criminal Sciences, University of Lausanne, Switzerland), Philipp Leo
(Cyber Risk Expert, Leo & Muhly Cyber Advisory), Stefano Caneppele (School of Criminal
Sciences, University of Lausanne, Switzerland)
A Serious Game For Social Engineering Awareness Creation.
Social engineering is a method used by offenders to deceive their targets utilizing rationales of
human psychology. Offenders aim to exploit information and use them for intelligence purposes
or financial gains. Generating resilience against these malicious methods is still challenging.
Literature shows that serious gaming learning approaches are used more frequently to instill
lasting retention effects. Serious games are interactive, experiential learning approaches that
impart knowledge about rationales and concepts in a way that fosters retention.
5. Debra Bowen (National University), James Jaurez (National University), Nancy Jones (National
University), William Reid (National University), Christopher Simpson (National University)
Cybersecurity Educational Resources for K-12.
here are many resources to guide successful K-12 cybersecurity education. The objective of
these resources is to prepare skilled and ethical cybersecurity students at the earliest level to
meet the demands of higher-level programs. The goal of this article is to provide, as a starting
point, a list of as many currently popular K-12 educational resources as possible. The resources
provided are broken into five categories: 1) Career Information, 2) Curriculum, 3) Competitions,
4) CyberCamps, and 5) Labs and Gaming. Each resource listed has a link, the K-12 levels that are
supported, whether the resource is free or has a cost, and a shortlist of topics or, for camps and
competitions, the dates available.

We hope you enjoy this issue, and as always, please consider submitting a manuscript of your own to
JCERP.
Dr. Herb Mattord
Dr. Mike Whitman
Dr. Hossain Shahriar
KSU Institute for Cybersecurity Workforce Development
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